


NAS
Macintosh

ActiveDirectory
ActiveDirectory

DNS
DNS
DNS
DNS

WINS
WINS
DNS

Web
(Web )

FTP

FTP
DNS

DNS

HTTP

DNS
Microsoft Internet Explorer



Local Area Network

Ethernet

€))

Windows




@

72 1N
e Wi e
€))
Windows95 98 98SE Me NT4.0WS 2000 XP Vista
0S WindowsServer2003  Windows2000Server  WindowsNT
4 _0server
Mac 0SX Windows
0S9 Windows
DAVE
0S 0S Windows WindowsServer2003  Windows
2000Server  WindowsNT4.0server Macintosh MacOSXserver
0S Windows95 98 98SE Me NT4.0WS 2000
XPPro Vista(Business Enterprise Ultimate Windows95 98 98SE Me
Microsoft
Windows95 98 98SE Me MacOSX
WindowsXPHome VistaHome(Basic Premire
NT Windows
NT WindowsNT4.0server NT
ActiveDirectory
ActiveDirectory WindowsServer2003  Windows2000Server
ActiveDirectory
ActiveDirectory
@ TCP/1P)
TCP/IP Transmission Control Protocol/Internet Protocol
TCP/IP
TCP/IP HTTP(Web ) FTP( ) SMTP( ) POP3
( )



®

Media Access Control address

®)
Windows
@
TCP/IP
Network Information Center
42
128
1Pv6
IP
10. 0. 0. 0 10.255.255.255 | 255. 0. 0. O 16,777,216
172. 16. 0. 0 172. 31.255.255 | 255.255. 0. O 65,536
192.168. 0. 0 192.168.255.255 | 255.255.255. 0 256
@ IP
IP
IP IP



(9) NAT

IP IP
1P
0S
(10 segment
IP
192.168.2.0

(11) ID

ID ID

(12) DNS

DNS(DomainNameSystem)

IP

NAT

1P

Network Address Translation

IP

IP

http://wwwl. iwate-ed.jp/

DNS

192.168.1.0
VLAN
i | \-\-- o :rl"_._,.r'" --."_;'
Eavta—gz ] [EAfvizoS+othiE
QIALTI—AEHE | | Jy-2EHEAE
ID
ID
ID
Web
DNS IP
Web DNS
DNS IP




Web DNS

IP
ActiveDirectory
DNS
Windows2000Server WindowsServer2003 ActiveDirectory
DNS
(13) WINS

WINS Windows Internet Naming Service NetBIOS

Windows95 98 98SE Me NetBI0S

NetBI0S MS-Netwaorks LANManager WindowsForWorkgroups WindowsNT Windows95 9
8 98SE Me

NetBIOS
98SE XP
XP Windows
XP OEM
OEM XP
NetBIOS (CD )
98SE Windows 98SE
NetBEUI (NetBIOS Extended User Interface)
XP 2000/XP
Windows95/98/98SE/Me
XP NetBIOS
ActiveDirectory
0S Windows95 98 98SE Me WINS

14)

LAN
NAS (Network
Attached Storage)

(15)



(16) Web

http(HyperText Transfer Protocol) Web
Web Web Web
HTML
Web
CGl  SSI Java Java
JSP  Microsoft ASP Web
Web
Web
Web Web Web
Web Web Web
Apache  BlackJumboDog  ANHTTPServer Microsoft
11S(Internet Information Services) 11S
(a7 FIP
ftp(File Transfer Protocol)
FTP FTP
FTP ftp
Web Web
LAN
NAT
ftp
ftp ftp Web
BlackJumboDog Microsoft 11S(Internet Information
Services) BlackJumboDog
(18)
SMTP(Simple Mail Transfer Protocol)
POP3(Post Office Protocol version 3)
SMTP POP3
I-mail
BlackJumboDog BlackJumboDog
(19



Web

Web
Web
Web
Web
Web
Web Web
Web
ctrl
Web http ftp
ftp
http ftp TCP/1P
NIC LAN
1P NAT/IP
BlackJumboDog
(20)
Web FTP
1P
Web IP
Web
(21) DHCP
DHCP Dynamic Host Configuration Protocol IP
DHCP DHCP
DHCP IP

DHCP



DHCP

IP
DHCP
DHCP
{1
ActiveDirectory ActiveDirectory
ActiveDirectory
ActiveDirectory
{1
DNS DNS
Web DNS
DNS
1
Web 11S
Web Web gh
{1
FTP BlackJumboDog
{1
BlackJumboDog
{1
BlackJumboDog




Requested timed out

ping 192.168.1.112
1P Ente

ping

ipconfig

Windows95/98/Me winipcfg

Windows2000/XP

ipconfig/all Enter]
Windows95/98/Me

winipcfg Enter]



net file

net file Enter

€))

- Active Directory

Active Directory

- 10 -



- Active Directory

DNS
o DNS
DNS
DNS
DNS
- WindowsServer2003 ActiveDirectory DNS
(2) Web
Web
Web Web
Web
11S Apache BlackJumboDog Web Web
Web
Net Jr Justsystem
Teen's
Web
Web
Web
Web
11S BlackJumboDog
Net
Jr Justsystem Teen"s
Jr Justsystem
Windows 1S
Web
Web
Web
Web
Web
Web Web
(3) FIP
90 FTP
FTP
FTP

- 11 -



Q)

®)

SMTP

POP3

Web

SMTP

POP3

NAT/IP

Web

Web

- 12 -

Web

Web

Web

Web
Black Jumbo Doc

)

SMTP

SMTP



Web

Black Jumbo Doc

LAN

Windows

- 13 -



@

Web

- 14 -



@

m KINGSOFT Web

Winny

Antinny
Winny

Winny
Winny

Kingsoft InternetSecurity2007 Free

http://www kingsoft.jp/

Antinny
Winny

Antinny
Winny

Winny
Winny
Web

URL

Antinny Winny
Winny

- 15 -

Winny

Web



m MicrosoftWindows
http://www.microsoft.com/athome/security/viruses/wsc/ja/default mspx

MicrosoftUpdate
Windows MicrosoftUpdate  WindowsUpdate
MicrosoftUpdate Antinny

®
WindowsUpdate
WindowsDefender Ad Aware SE  Sp
ybot
m  Ad Aware SE LavaSoft http://www lavasoftusa.com/japanese/
m  Spybot-Search & Destroy Spybot http.//www.spybotinfo/
Windows 0S Microsoft
)
Google Google
Google
m Google
http://pack.google.com/

- 16 -



0S

@)
o ActiveDirectory

DNS Web FTP

- 17 -



group
IP
ping

grp

grp sv iwa50 o ¢ iwa5o0 o ¢
255.255.255.0 255.255.255.0 255.255.255.0
P <grpl> 192.168.1.2 192.168.1.51 192.168.1.101
<grp2> 192.168.2.2 192.168.2.51 192.168.2.101
<grp3> 192.168.3.2 192.168.3.51 192.168.3.101
<grp4> 192.168.4.2 192.168.4.51 192.168.4.101
<grp5> 192.168.5.2 192.168.5.51 192.168.5.101
<grp6> 192.168.6.2 192.168.6.51 192.168.6.101
<grp7> 192.168.7.2 192.168.7.51 192.168.7.101
<grp8> 192.168.8.2 192.168.8.51 192.168.8.101
<grp9> 192.168.9.2 192.168.9.51 192.168.9.101
<grpl0> 192.168.10.2 192.168.10.51 192.168.10.101
grpl Administrator iwa502 iwa503
root Grplpas502 Grplpas503
grp2 Administrator iwa508 iwa509
root Grp2pas508 Grp2pas509
grp3 Administrator iwa514 iwa515
root Grp3pas514 Grp3pas515
grp4 Administrator iwa520 iwa521
root Grp4pas520 Grp4pas521
grp5 Administrator iwa505 iwa506
root Grp5pas505 Grp5pas506
grp6 Administrator iwa511 iwa512
root Grp6pas511 Grp6pas512

- 18 -




grp7 Administrator iwa517 iwa518

root Grp7pasb17 Grp7pas518
grp8 Administrator iwa523 iwa524

rooF i Grp8pas523 Grp8pas524
grp9 Administrator iwao o o iwao o o

root Grp9pasoc o o Grp9paso o o
grpl0 Administrator iwao o o iwao o o

root GrplOpaso o o GrplOpaso o o

GRP

D

- 19 -

-
>




teacher Q

OK

OK

FLocaL SEny.

student

Administrator

- 20 -



student

@
Netdrv

)
( ) teacher

( ) teacher

()

)

( ) teacher

¢ )

teacher

WindowsServer2003

0S

teacher

WindowsXP

student

- 21 -




)

)
teacher
0K
T WMDY IR

) 0K
)

teacher te

acher
teacher
)
) oK
student

- 22 -

Everyone




®

teacher
grp
teacher
0K
)
)
teacher
student
student
@
)
)

- 23 -




)

)

teacher
( ) teacher

()

()

A >/

Netdrv

teacher$

A A 5 B AU S A AU 0 AN A 5 B AN . U 3 B AN 0 AN . AT 5 BN 5 AN . D o B AN o AN A 5

|
tearher =
| | |

ALL

A A A 5 D A D 3 A D D 5 A 5 D A .

- 24 -

A AU A 5 B AU D A U A 5 A 0 N A .

O



Network Attached

@

BUFFALO LinkStation

10 LANDISK
@ USB

USB
USB
USB
10 USB LAN

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

Storage

23,100
25,300

250GB
250GB

USB  LAN

178,900
168,200

USB

2TB
2TB

3 A A A AU S AT 5 B 7 AU 7 S 3 A AU . AU AU 5 BN 5 AN 7 D 3 A AN o AN . A 5 BN AN 7 O o OB



Macintosh
Macintosh
Windows

Macintosh
Windows Macintosh
/1P NetBEUI NetBEUI
TCP/IP CIFS(Common Internet File System)
AppleTalk AppleShare

WindowsServer2003 Macintosh Windows

(1) Mac0sx
MacOSX SMB CIFS
MacOSX
IP
Windows

)
4.1(Tiger)

Windows

)

()

Windows

MacOSX

iwab27

pas527

Windows

)

- 26 -

Macintosh
Windows TCP
SMB(Servier Message Block)
Macintosh
DNS
(ActiveDirectory
10.




(

)

Windows

MAC
Mac

ActiveDirectory

WORKGROUP
ActiveDirectory
WORKGROUP

( ) MacintoshHD

(

(

)

)

nwmac
Windows
ActiveDirectory Windows
MacOSX
IP
MacOSX
IP

- 27 -



)

SMB/CIFS
Mac
)
Windows
server
WINS WINS
WINS IP
(0]
( )ActiveDirectory
ActiveDirectory
Mac
() ActiveDirectory

grp4.local
0]

- 28 -

Ative Direchony D7 o LA |- L3

Artive Directory M2y gt local

(¥ w7 eEs

il

Lk 8=




) TCP/IP
IP IPv

IP

DNS
Windows

)

Web
(HTTP) Web
IP

Windows
) Finder

)

()

()

- 29 -



Windows
iwa500c full
)
0K
() SMB/CIFS
0K
full
)
full
(2) Mac0S9
MacOSX Windows WindowsServer2003
Mac0S9 Mac0S8 AppleTalk
WindowsServer2003 WindowsServer2003
MacOS9 Mac0S8 AppleTalk AppleShare
Mac WindowsServer2003  AppleTalk
Macintosh Macintosh
( ) AppleTalk Macintosh Macintosh
Windows
)

- 30 -



WindowsServer2003

() Macintosh
Macintosh
0K
( ) Windows
)
AppleTalk
@
AppleTalk Windows
WindowsServer2003 Windows AppleTalk
()
)
GRP4SV
)
RRAS(Routing and Remote Access
Service)
)
)
| —

VPN ///

NAT( IP ) //;7

NAT

NAT

- 31 -



( ) LAN

)
)
)
alk
() AppleTalk
AppleTalk
)
Windows
AppleTalk

AppleT

A e |

e |

- 32 -




() AppleTalk AppleTalk

Macintosh AppleTalk
AppleTalk Windows
AppleTalk TCP/IP 1P
WindowsServer2003 AppleTalk AppleTalk
( ) AppleTalk
Apple
Talk
)
)
() 1
256 AppleTalk
1
65279 AppleTalk
256 25
4
() AppleTalk Windows
)
center-mac OK
)
)
center-mac
) OK

- 33 -



()

( ) Macintosh

Macintosh Macintosh
NTFS
FAT FAT32
Windows
Macintosh
Macintosh

Windows Macintosh

)
)

)

)

)

Macintosh

- 34 -




() Windows Mac
intosh
Microsoft Windows

Apple Macintosh

( ) Administrator

0S

)

A A A B AN 7 D A AU AN AU 5 B 7 AN 7 D o D AN . AN . AN 5 BN AN 7 U o BN BN o AN . AT 5 BN 5 AN . U o A AN . T

A A Y Y 7 T 5 P G5 P 0 P 0 D 7 T 5 P 5 G A
A A 0 A D 5 P P 0 D 7 T 5 P 5 5 D 0 D 7 A 0 AN

>

A A 5 B AN D A A . U 3 A 5" D AN . D 3 A AN . A . A 5" D7 AN 7 O o AN 5 AN . A DY " D A . A " A 5 AN . D . P 5 D 5 D . A 7 7

- 35 -



NAT/IP

€y

€)

BUFFALO BBR-4MG BUFFALO
WHR-HP-AMPG corega BAR SD
1P
IP
1P
IP DNS
NAT/IP
1P
<grpl> 1P 192.168.1.1 1P 10.94.250.31
<grp2> 1P 192.168.2.1 1P 10.94.250.32
<grp3> 1P 192.168.3.1 1P 10.94.250.33
<grp4> 1P 192.168.4.1 1P 10.94.250.34
<grp5> 1P 192.168.5.1 1P 10.94.250.35
<grp6> 1P 192.168.6.1 1P 10.94.250.36
<grp7> 1P 192.168.7.1 1P 10.94.250.37
<grp8> 1P 192.168.8.1 1P 10.94.250.38
<grp9> 1P 192.168.9.1 1P 10.94.250.39
<grpl0> P 192.168.10.1 1P 10.94.250.40
< > 255.255.255.192
< > 10.94.250.62
DNS < > 10.94.248.12
NAT DHCP
®

- 36 -



ActiveDirectory

ActiveDirectory
(ActiveDirectory)
ActiveDirectory
(@)
WindowsServer2003
Windows
Windows
)
)
)
O - >

()

ActiveDirectory

- 37 -



(

(

(

(

(

)

)

)

)

)

- 38 -




(

(

(

(

)

)

)

)

DNS

ActiveDirectory

DNS

DNS

grp

ip ginga

grpo .local

ginga.hanamaki . iwate.

hanamaki . iwate. jp

DNS

grpl0.local

.local

WindowsServer2003
BI10S

10

grpo

Windows

- 39 -

Net

.local

grpl.local




)

( ) DNS
ActiveDirectory
DNS
() Windows2000
WindowsServer2003
WindowsServer2003

NT4.0Server
0S

()

Grpo sv

grp

)

- 40 -




(

)

abo o

grpo .local
User

iwabo o

User

iwa600

ActiveDirectory

- 41 -



(

(

(

(

)

)

)

)

00

ActiveDirectory

Grpo pas6
grp

- 42 -



)

)
teacher OK
() teacher
OK
NT Windows

ActiveDirectory

Computers

ActiveDirectory

ActiveDirectory

O

- 43 -




(

(

(

(

)

)

)

)

Computers

- 44 -




- 45 -

Administrator
oK

ID

Administrator
oK



DNS

DNS
DNS
DNS
DNS
DNS IP
ping
DNS
Server0S
DNS DNS
DNS
P
Web
P
DNS
DNS
DNS
DNS
WindowsServer2003 DNS
)
WindowsServer2003
Windows
Windows

)
)

- 46 -




DNS

- 47 -



(

(

(

(

)

)

)

)

DNS

grpo .local

- 48 -



)

10.94.248.12

)

OK

)

DNS

( )DNS DNS

) DNS
GRPo SV

grp
o .local

: S—

grp8sv IP
192.168.1.2

)
grp8.local

- 49 -



()

()

)

DNS

()

()

12

( ) OK

DNS

DNS

IP
DNS

—_—

IP
OK
DNS
DNS
DNS
GRPo SV

10.94.248.

- 50 -




)

DNS
DNS
1P

DNS

ping
( )DNS henoheno

( ) henoheno

( ) 192.168.0 .51

() ping henoheno

( ) henoheno

192.168.0 .51

IP

grpo .local

DNS
IP ping
DNS
henoheno
1P 192.168.0 .51
0K
ping 192.168.0 .51 Enter
Enter
IP
DNS

- 51 -




DNS

1P
)
)
() DNS
DNS 192.168.1.2
0K
192.168.1.2 DNS
IP
)
( ) DNS NetB10S
DNS
grpo .
local
0K
)
grpo
( ) 0K
grpo
Server2003
() proxy.center.iwate-ed. jp
DNS
1P
) Web

- 52 -

8080

DNS




WINS
ActiveDirectory
WINS
WINS
WINS
WindowsServer2003

()

)

)

)

)

)

Windows95/98/98SE/Me

WINS

Windows2000 XP Vista

WINS

- B3 -




(

(

DNS

)

)

WINS

Windows95 98

Windows95 98 98SE Me NT
DNS

IP

(
(

(

DN

)
)

)

S

WINS

DNS
GRP4SV

po .local

DNS

WINS

98SE Me NT NetBI0S
0S WINS
DNS
WINS
WINS
DNS
gr

- 54 -




)

(

WINS

WINS

1P

WINS

1P

WINS

DNS

IP

DNS

WINS

¢ O

OK

DNS

)

(

WINS Lookup

Web

(Web

M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/M/wi

iw/w/aas;

o A 7 T o D 0 N o R o D 0 D (N o 0 5 ™ 7 S S,

o A 7 T o D 0 A o R o D o D (N o D 5 ™ 7 T

- 5§ -



FTP

Windows

Windows

FTP

FTP
( ) Black Jumbo Dog

() FTP
)
1D
)
FTP
E
()
full
DOWN
uP
ANONYMOUS
() oK

Web

Windows

Black Jumbo Dog
1S FTP

FTP

FTP

FTP

1P

FTP

FTP

file

- 56 -



FTP FTP

Windows Web
fftp fFftp
( ) Sota"s Web Page(http://www2.biglobe.ne.jp/" sota/) fftp
ffftp 19 10 1
1.95 Vista
( ) fFftp-1.95.exe
( ffftp
()
( )
FTP
FTP
P
ftp.//wwwl.iwate-ed.jp wwwl.iwate-ed.jp
ffftp
ffftp FTP
( ) OK
)
FTP
)

- 57 -



Black Jumbo Dog

( ) Black Jumbo Dog

() < >

)
grpo .ed.jp

)

- 58 -



)

DNS

( )DNS DNS

()

mail 1P

1P
mail.grpo .local

()

)

)

SMTP

DNS

POP3

192.168.0 .

mail

OK

- 59 -




(

(

(

(

)

)

)

)

iwa520

(POP3)
MTP)

o .2
DNS
p8. local

mail

Micr

osoft Outlook Express

D

grp4.ed. jp

iwa520@grp4.ed. jp

(S

1P 192.168.
grpo sv
mail.gr
mail

U0

60 -




(

(

Black Jumbo Dog
( ) Black Jumbo Dog

(

(

)

)

)

)

Black Jumbo Dog

Black Jumbo Dog

O

Black Jumbo Dog

- 61 -




(

(
(

(

)
) (SMTP)
mail.center.iwate-

ed.jp

) (SMTP) 25

) POP3

mail.center.iwate-ed. jp

) POP3 110

)
grpl iwa501 pas501 iwa501@center. iwate-ed. jp
grp2 iwa507 pas507 iwa507@center. iwate-ed. jp
grp3 iwa513 pas513 iwa513@center. iwate-ed. jp
grp4 iwa519 pas519 iwa519@center. iwate-ed. jp
grp5 iwa504 pas504 iwa504@center. iwate-ed. jp
grp6 iwa510 pas510 iwa510@center. iwate-ed. jp
grp? iwa516 pas516 iwa516@center. iwate-ed. jp
grp8 iwa522 pas522 iwa522@center. iwate-ed. jp

)

) L1

) AD

SL

)

- 62 -




() 30

OK

() OK

( )ISDN
0K

)

()

)

)

- 63 -

OK




Black Jumbo Dog

( ) Black Jumbo Dog

)
)
()
192.168.0 .*
1P
1P
() 0K

© o @grpo .edjp

<>

<>

arp
grp arp

0 256

o o @grpo .edjp

- 64 -

[wa550]<iwa500@center.iwate-ed.jp>




Black Jumbo Dog
Web Web

HTTP
http Web Web

( ) Black Jumbo Dog

) ©

(HTTP)

)
Web
LAN
proxy.center.iwate-ed.jp
() 8080
8080
()
Web
Web
Web Web
*iwate-ed.jp
1921680 .1
192.
168.0 .1

1921680 .1

- 65 -



)
IP
192.168.0 .*
)
(HTTP)
( ) (KByte)
50000 ( ) (KByte
10000 (KByte
3000 0K
Web
Web
B

lack Jumbo Dog

URL

URL

Web RSACi

Web

- 66 -



DNS

DNS
( )DNS DNS
)
proxy IP 192.168.0 .2
IP
grpo sv Proxy.
grpo .local proxy
)
() 0K
proxy
Microsoft Internet Explorer
(@)
() LAN
) LAN
VPN
() IP
192.168.0 .2 grpo
sV DNS proxy.grpo .
local proxy
8080
(@)
()
*_iwate-ed.jp;192.168.0 .1 0K
() Web

- 67 -



)

€))

Web

()

)

- 68 -




)

)
HAD—E): il
€)
URL
URL
URL
)
URL

- 69 -



50 30

(http://iajapan.org/rating/)

Java

100

Yahoo! (http://kids.yahoo.co.jp/) goo (http://kids.goo.ne.jp/)

€))

- 70 -




@
Web
FTP

Web

®

Kingsoft
€y

http://download kingsoft.jp/kisfree/

)

fireWall

kisfree 24.exe

- 71 -

HTTP

Kingsoft InternetSecurity2007Free




Kingsoft Internet Security

- 72 -




InternetExplorer
0K

Kingsoft

®

- 73 -



NTT

- 74 -



